
Secure File Transfer 
  The MOVEit® product family securely transfers files on an automated and 

ad hoc basis.  Standard transport protocols such as FTP(S), HTTP(S), SSH, SMTP and POP3, AS1/AS2/AS3 
and standard encryption protocols such as AES, SHA1, S/MIME and PGP are used throughout the system. 

  MOVEit DMZ is an Internet-facing file storage/collection server featuring three standard secure 
file transfer interfaces (FTP/SSH, FTP/SSL and HTTPS) plus an optional secure messaging facility. 
Typically no client software needs to be installed to use MOVEit DMZ; almost any web browser, SSH client 
or FTP/S client will work with MOVEit DMZ.  All files and messages resident on the system are 
automatically encrypted at rest using FIPS 140-2 validated 256-bit AES.  Authentication may be controlled 
locally or delegated to a RADIUS or LDAP authentication server. All activities, including setting changes, 
are logged in a tamper-evident store and available in a variety of ad-hoc and automated reports.    

  MOVEit Central is an automated, enterprise file transfer engine which can perform thousands of 
different file transfers a day between a variety of standard servers (FTP/SSH, FTP/SSL, MOVEit DMZ, non-
secure FTP, Windows File Shares, Email Servers, AS1/AS2/AS3 partners).  It also has the ability to 
support custom file transformations, including PGP and S/MIME encryption/decryption, find-and-replace, 
and ZIP/UNZIP.  Roles and access can be delegated and all transfers and configuration changes are 
logged in a tamper-evident store and available in ad-hoc reports.

  Although by no means required, several free or inexpensive MOVEit clients are also available if 
capabilities such as automatic end-to-end SHA-1 integrity checks and single-port HTTPS compression are 
desired.  MOVEit Wizard is an optional but free ActiveX or Java control that enhances web browser 
transfers.  MOVEit Freely is a free command-line FTP/SSL client for Windows.  MOVEit Xfer is a similar 
free client for Windows and Java that uses firewall-friendly HTTPS instead.  MOVEit EZ is a Windows 
“tray icon” service which automates end user file transfers on desktops or servers.  MOVEit API modules 
allows Windows and Java developers to tie into MOVEit DMZ file transfer, administration and secure 
messaging and to drive MOVEit Central file transfers from external applications and schedulers.

“MOVEit has allowed my bank to beef up security, add and improve services, 
streamline operations and reduce costs... I love it!”   - VP of Operations

  For more information, go to http://www.standardnetworks.com, call 608.227.6100 (US – CST) 
or email “sales@standardnetworks.com” and get started with MOVEit today!
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